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YOPTKIBCHKA PAMMOHHA BIMCHKOBA AJIMIHICTPALIIA
TEPHOIILJILCBKOI OBJIACTI

PO3NOPAKEHHA

BiJI 20 poky M. YopTkiB No

IIpo 3ameeporicenns nopaoKy peazy8anHs
Ha pi3Hi 6udu noodii y Kidepnpocmopi
PAatlonHOT 6iliCbK080T adminicmpauii

BinnosinHo 10 3akoHiB Ykpainu ,,IIpo MicueBi aepxkaBHi aaMinictpauii’, ,,I1po
NpaBOBHM pPEXUM BOEHHOro ctaHy’, ,IIpo oOcCHOBHI 3acamu 3a0e3NeueHHS
kibepOe3nekn Ykpainu”, ykaziB Ilpesunenta Ykpainu Big 1 motoro 2022 poky
Ne 37/2022 ,,IIpo pimenns Paau HamioHanpHOT Oe3meku 1 000poHM YKpaiHU Bij
30 rpynusa 2021 poky ,,IIpo Ilnan peanizanii Ctparerii kibepOesneku Ykpainu™, Bij
24 motoro 2022 poky Ne 64/2022 ,,IIpo BBeJeHHSI BOEHHOTO CTaHy B Ykpaini” (i3
smiHamu) 1 Ne 68/2022 ,.IIpo yTBOpeHHsI BIMCHKOBHUX aJMIHICTpaIliii”’, MOCTaHOB
Kab6inery MinictpiB Ykpainu Big 19 gepBus 2019 p. Ne 518 ,.IIpo 3aTBepmkeHHS
3aranpHUX BUMOT JI0 KiOep3axucty 00 €KTIB KpPUTHYHOI 1HGpaACTpyKTypH”,
Big 04 xBiTHA 2023 p. Ne 299 |, Jlesiki nuTaHHs pearyBaHHs Cy0’eKTaMu 3a0€31eUeHHs
k10epOe3nekn Ha pi3HI BUAM MOAIA y KiOepmpocTopi”, 3 METOH 3a0e3NeUeHHs
e(peKTUBHOCTI Ta OINEpPAaTUBHOCTI pearyBaHHs Ha KiOep3arpo3u, 3axucTy
iH(opMalIiHUX pecypciB paillOHHOI BIMCHKOBOI ~aAMIHICTpalii, 3amo0iraHHs
HECaHKIIIOHOBAHUM [isIM Yy KiOepmpocTopi, MiHIMIi3alli HEraTUBHUX HACHIJIKIB Bij
KIOEpIHITUCHTIB Ta MiABUIIECHHS PIBHS KiOepOe3IeKu:

1. 3arBepauTH TOPSAOK pearyBaHHS Ha Pi3HI BUAM MO y KibeprpocTopi
palioHHOI BIMICBKOBOT aJIMiHICTpaIlii, 1110 J0a€ThCS.

2. CTpyKTypHUM TiIpO3/iJIaM paiiOHHOT BIIICKKOBOI aJMIHICTpallii 3a0€3NneYuTH
BXKUTTS 3aX0/I1B JI0 KI0€P3aXUCTy, CIIPSIMOBAHUX Ha IIBUIKE BUSBICHHS Ta 3aXHUCT BiJT
KiOepiHIIMAEHTIB/KI0epaTak, HajexHe I1HQOPMYyBaHHA TIPO HHUX, 3aMoOIraHHS
HETaTHBHUM HACJIIKaM, X MiHIMI3aIil Ta YyCyHEHHs, BUIIPABICHHS BPa3IUBOCTEH, a
TAKOX BITHOBJICHHS CTAJIOCTI 1 HAAIHHOCTI (QYHKIIOHYBaHHS 1H(OpMAIIHHUX,
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€JIEKTPOHHUX KOMYHIKaIIHUX, 1H(MOpMaIITHO-KOMYHIKAIlIHHUX CHUCTEM,
TEXHOJIOTIYHUX CHCTEM Ta IHIIUX 00’ €KTIB KiOep3aXWCTy BIAIMOBIIHO JI0 MOPSIKY,
3aTBEPHKEHOTO IIUM PO3TOPSKCHHSIM.

3. KouTponp 3a BHKOHAaHHSM PO3MOPS/DKEHHS JOPYUYUTH 3aCTYIMHHUKY
HavaJbHUKA PaliOHHOI BIMCHKOBOI aAMIHICTpaIlii 3T1AHO 3 PO3MOALIOM 000B’SI3KiB.

HavanbHuUK BilicbKOBOI ajgMiHicTpauil Boaogumup HIUIIITKO

I'ammaa MoayaHoBa
Bonoaumup Koirrok
Oxcana Bomox
Mapis MartsiiB

Onena CaBuyk



3ATBEPIXXEHO

Po3nopsipxeHHs HavallbHUKA

palioHHO1 BIMCHKOBOI aJMiHICTpaIIii
2025 Ne

HOPAAOK
pearyBaHHs Ha pPi3Hi BUAM NOAiN y KidepnpocTopi
pailoHHOI BiliCbKOBOI aqMiHICTpalii

1. Lleit mnopsaok BU3HAYae€ NPOLEAYpPU pearyBaHHA BIANOBIIAJbHUMHU 32
KiOep3axuCT TMpaliBHUKaMH paloOHHOI BIMCHKOBOI  amMiHIcTparii (mam —
BIJIMOBIABHI 3a KiOEp3axuCT) Ha PI3HI BUAM TOJIA Yy KiGepmpocTopi paloHHOI
BIMICHKOBOT aAMiHICTparlii (1aii - kibepiHIuAeHTH/KibepaTaku) Ta KaTeropii (piBH1) iX
KPUTHUYIHOCTI.

2. Y upoMy MOpSIKY TEPMIHHM BXKHUBAIOTHCS y 3HAUECHHI, HABEJIEHOMY B 3aKOHI1
VYkpaiunu ,,IIpo ocHOBHI 3acaau 3a0e3mneueHHs KibepOe3neku YKpaiHu™ Ta MOCTaHOBI
KabGinery MinictpiB Ykpainu Bix 29 rpyaus 2021 p. Ne 1426 ,.IIpo 3aTBepmxeHHS
[TonoxeHHs Mpo opraHi3aliiHO-TEXHIYHY MOJENb KIOEp3axucTy .

3. PearyBannst Ha KiOepiHIIMACHTH/KiOepaTaku 3A1MCHIOETLCS BIAMOBI A IbHUMHU
3a K10€p3axXUCT LUISIXOM BXKHUTTS 3aXOMAIB 10 KIOEp3axXucTy, COPSIMOBAHUX Ha LIBUJIKE
BUSIBJICHHS Ta 3aXHUCT BiJ KiOepiHIMACHTIB/KiOepaTak, HajiekHe 1HHOPMYBaHHS PO
HUX, 3aM00iraHHs HEraTUBHUM HACIIJIKaM, iX MiHIMi3allil Ta YCyHEHHS, BUIIPABICHHS
BpPa3JIMBOCTEH, a TaKOX BIJHOBJICHHS CTAJIOCTI 1 HaIIMHOCTI (YHKI[IOHYBaHHS
iHpopMaIiiHUX, EJIeKTPOHHUX KOMYHIKAIINHUX, 1HGOPMAIIHHO-KOMYHIKAIIIHHUX
CHUCTEM, TEXHOJOTIYHUX CHCTEM Ta 1HIIMX 00 €KTIB Kibep3axucTy. BiamoBinanbHi 3a
Ki0ep3axuCT BKMUBAIOTh 3aXOJIB BIAMOBITHO J0 METOJUYHUX PEKOMEHJAIli 1070
pearyBaHHs Cy0’ekTamu 3a0e3medeHHs KiOepOesrneku Ha pi3HI BUAU MOMINA Y
KibeprpocTopi, 3aTBepKeHUX AamiHicTparieto JlepKenens3s’ i3Ky.

4. PearyBanHs Ha KiOepiHIUACHTH/KiOepaTaku 3MIMCHIOETHCS BIAMOBITATHHIMHI
3a K10€p3axXUCT MOCIJOBHO TAKUMU €TalaMHu:

MATOTOBKA;

BHUSBJICHHS Ta aHAII3;

CTPHMYBaHHS;

YCYHCHHS;

BIJTHOBJICHHS,

aHai3 e(peKTUBHOCTI 3aX0/IIB 3 pearyBaHHs Ha K1OepiHIIUICHTH/KiOepaTaKHy.

5. PearyBanHs Ha KiOepiHIUMJAEHTH/KiIOepaTaku pPO3MOUYMHAETHCA 3 €Talmy
MIATOTOBKH, MiJ dYac SKOTO IPOBOIATHCS 3aXOAd 3 BHBYCHHS Ta JOCIIKCHHS
CydacHHUX BHJIB KiOepiHIHMICHTIB/KiOepaTak, po3poOJeHHS METOJIB 1 MEXaHi3MiB
3amo0iraHHs Ta MPOTHUIIT MOKIIMBUM KiOEpIHIMICHTaM/KiOepaTaKaMm.

[TinroTroBKa 10 pearyBaHHs Ha KiOepiHIIUIAEHTH/KiOepaTaku TOYMHAETHCS
3a37aJeTiaqh 0 TOTO, SIK BOHHM BIiAOYIYThCS, 3apaidl TOM SKIICHHS OYIb-IKOTO
BIIMBY Ha CyO’eKT 3a0e3neueHHs K10epOe3neKu.



6. 3ax01 3 MATOTOBKU CKJIAIAIOTHCH 3:

BU3HAYCHHS MEPENTIKYy yCiX 1HOOpPMAIIHHUX aKTHBIB, MOCIYT, CHCTEM Ta MEPEX,
BCTAHOBJICHHS MOKA3HUKIB IMTATHOTO (DYHKIIOHYBAHHS CHCTEM Ta MEPEX CyO’€KTIB
3a0e3nedeHHs KibepOe3neKu;

pO3poONEHHST Ta 3aTBEP/KEHHS TONITUK Ta TMPOLENyp pearyBaHHS Ha
KiOEepIHIUACHTH/KIOepaTaku, JOBEACHHS iX TMepCcoHally cy0’ekTa 3a0e3MeueHHs
KibepOe3neku;

MIJTOTOBKU 1IHCTPYMEHTAJIBHUX 3aC001B, CEPEOBUII JJISI BUSBICHHS Mi03p1101
Ta 3JJOBMHCHOI aKTUBHOCTI,

HAaBYaHHS KOPHMCTYBauiB WIOJI0 pearyBaHHs Ta MNPOTUAIl Kibep3arpo3zaMm Ta
IpOLEyp CIOBIIIEHHS [P0 HUX;

BU3HAYEHHsSI TOPSAKY 1H(QOpMyBaHHS, BHUKOPUCTAHHS 1H(opMarii mpo
Kibep3arpo3u Jjisi IPOAKTUBHOTO BUSBIICHHS MiA03pLiIoi MOBEIIHKMA Ta MOTCHIIHHOT
JISTIBHOCTI 3JJOBMUCHUKA;

MIATOTOBKH 1HGPACTPYKTYpH is OOpoOJICHHsS KiOepiHIMIACHTIB/KibepaTaxk,
30KpeMa 3 ypaxyBaHHSAM crnenudikd  (QYHKI[IOHYBaHHS CHCTEM CyO’ €KTa
3a0e3neyeHHs KibepOe3mneku;

pO3poOTEHHST 1 TECTyBaHHS alNTOPUTMIB/MOPSAAKY i A  CTpUMYyBaHHS
(Jrokamizarii) Ta JIKBLAALl HACHTIIKIB KIOEpIHIIMIEHTIB/Ki0OepaTax.

7. Ha erani BUSABIECHHS Ta aHaNi3y BIANOBIJIAJbHI 32 KIOEP3aXUCT 3A1MCHIOIOTH
BUSBJICHHS KIOEpIHUMIAEHTY/Ki0epaTaku Ta BHU3HAYaIOTh I1X KPUTHUYHICTh IS
3a0e3Me4YeHHs] MPONOPUIMHOCTI Ta/abo CHIBPO3MIPHOCTI MOJANBIIUX 3aXOJIB 3
Ki0ep3axuCTy peaIbHUM Ta MOTEHIIMHUM PU3UKaM.

8. 3axo/u 3 BUSBIICHHA Ta aHATI3y Nepen0avyaroTh:

BU3HA4YEHHS (paKTy KiOepiHIIUICHTY/KiOepaTaku;

BU3HAYCHHS KaTeropii (piBHSA) KPUTUYHOCTI KiOEpIHIIMIEHTY/KiOepaTaku;

iH(hOopMyBaHHS PO KiOEepIHIIUIEHT/KiOepaTaKy;

piOpUTETU3AIIIIO KiIOEPIHIIUAEHTY/KiOepaTaKku;

BU3HAYCHHS MaciTady IPOBEICHHS pearyBaHHS Ha
kiOepiHIuaeHTH/KiOepaTaKky;

301p Ta 30epiraHHs AaHUX;

IIPOBEICHHSI TEXHIYHOIO aHaJi3y, 30KpeMa: 3ICTaBJEHHS MO MIX CO0O0K0 Ta
JOKYMEHTYBaHHSI 1X XPOHOJOTIi; BU3HAUYEHHS IM1J03p1JIOi MOBEIIHKH; BU3HAYCHHS
nepumonpuuuHn  (nepuopkepena) KiOepiHIMIEHTY/KibepaTaku Ta yYMOB, WIO
CHPUSIOTh ecKalalii KiOepiHIMAEeHTY/KibepaTtaku; 301p 1HAMKATOPIB KiOep3arpos;
aHaji3 3arajJbHUX TaKTUK, TexHIK Ta mnpoueayp (mami — TTII) 3moBMHCHUKA;
nepeBipKy 1 Tmeperyisii MacmTabdy TpOBENCHHS TMpoIlecy pearyBaHHs — Ha
KiOepiHITUAeHTH/K10epaTaKH;

aHAMITHYHY TIATPUMKY 3 OOKY TPETiX CTOPIH;

HaJIAIITyBaHHS IHCTPYMEHTIB 3 BUSIBJICHHS KIO€pIHIIMICHTIB/KiOepaTax.

9. BiamosinaneHi 3a kibep3axuct BHU3HAYaIOTh KPUTHUYHICTh
KiOepiHIMaeHTYy/Ki0epaTakd BIAMOBIAHO 70 METOAWYHUX PEKOMEHJAIINA 100
pearyBaHHs cyO’exkramu 3a0e3neueHHs KiOepOe3neku Ha PI3HI BUAU MHOAIN y
Ki0eprpocTopi, 3aTBep/UKeHUX AAMmiHicTpaliero Jlepkcnen3s’ 43Ky, 3a TaKUMH
KaTeropisiMu (piBHSAMM): piBeHb 0, HeKpUTHUHUH (O1IMiT) - K1OepiHUUIeHT/Ki0epaTaka



HE 3arpoXxye€ CTajloMy, HAAIMHOMY Ta INTaTHOMY pPEXUMY (YHKIIIOHYBaHHS
iH(OpMAIIHHUX, EJIEKTPOHHUX KOMYHIKAlIMHUX, 1H(POPMAIIHHO-KOMYHIKAIIHHUX
CUCTEM, TEXHOJIOTTUHUX CUCTEM;

piBeHb |, HM3BKHI (3€NleHHI) - KiOepIHIHMACHT/KiOepaTtaka Oe3mocepeIHbo
3arpoXkye CTajJoMy, HAAIMHOMYy Ta INTaTHOMY peXuMy (DyHKIIOHYBaHHS
1H(QOpMaIiHUX, E€JNEKTPOHHUX KOMYHIKAUIWHUX, 1H(QOPMaLIiHO-KOMYHIKALIIHIX
CUCTEM, TEXHOJIOTTYHUX CHUCTEM, alleé HE 3arpOXKy€ 3aXHUILEHOCTI (KOH(IAEHIIHHOCTI,
IITICHOCTI 1 IOCTYIHOCTI1) iH(opMallii Ta JaHUX, 1110 HUMH 00pOOJISIIOTHCS;

piBeHb 2, cepenHiil (3KOBTHWI) - KiOepiHIUIeHT/Ki0epaTaka Oe3rnocepeHbo
3arpoky€e CTajJoMy, HaAlfHOMY Ta IUTaTHOMY peXuMy (YHKIIIOHYBaHHS
iHpopMaIIiHUX, EJNEeKTPOHHUX KOMYHIKAIINHUX, 1HGOPMAIIHHO-KOMYHIKAIIIHHUX
CUCTEM, TEXHOJOTIYHUX CHUCTEM, BHACIIOK YOrO0 CTBOPIOIOTHCS MEPEAyMOBHU IS
MOPYIICHHS 3aXUIIEHOCT] (KOH(IAEHIIIHHOCTI, MITICHOCTI 1 IOCTYMHOCT1) 1H(QopMaItii
Ta JaHWUX, [0 HUMH OOpOOJIAIOTHCS, BUHUKAIOTH MEPEIyMOBH ISl TPUIIMHECHHS
BUKOHAHHS (QYHKIIHM Ta/ab0 HaJaHHS ITOCIYT KPUTUIHOK 1HPPACTPYKTYpOIO;

piBeHb 3, BHCOKMI  (moMmapaHuyeBWil) -  KiOepiHIMIEHT/KiOepaTaka
Oe3mocepelHbO  3arpoXkKy€e  CTaloMy, HaAlMHOMY Ta  INTaTHOMY  PEXHUMY
¢yHKIIOHYBaHHS 1HGOPMAIIHHUX, EIEKTPOHHUX KOMYHIKAIIMHUX, 1H(pOpMAaIiiHO-
KOMYHIKAIIIMHUX CHUCTEM, TEXHOJOTIYHUX CHCTEM, MOPYLIYETHCS 3aXMILEHICTh
(koH(D1AEHIIIHHICTD, IUIICHICTh 1 JOCTYMNHICTH) 1H(OpMAaIli Ta AaHUX, 10 HUMH
00poOJsAIOTHCS, BHACTIJOK YOr0 BUHHMKAIOTh MOTEHLIMHI 3arpo3u Juisi HallOHAJIbHOI
Oe3neku 1 00OpOHM, CTaHY HABKOJHUIIHBOTO MPUPOJIHBOIO CEpeOBHUIIA, COLIaIbHOI
chepu, HaIIOHATBHOT €KOHOMIKM Ta 11 OKpEMHUX Tany3ed, NMPUIIUHEHHS BUKOHAHHS
byHKIi# Ta/abo HaJaHHS TOCIYT KPUTHYHOK i1H(pacTpykTyporo. PearyBanHs Ha
IIbOMY PIBHI MO’K€ IMOTpeOyBaTH 3alydeHHS CHJ Ta 3ac0o0iB OLIbIe HIK OJHOTO
OCHOBHOT'0 Cy0’€KTa HaI[lOHAJIbHOI CUCTEMU KiOepOe3neKu;

piBeHb 4, KpUTUYHUHN (YepBOHMI) - KiOepiHIIUAEHT/KibepaTaka Oe3MmocepeHbO
3arpoKy€ CTaJOMy, HaJIMHOMY Ta INTATHOMY peXuMy (YHKIIOHYBaHHS KITBKOX
iH(OpMAIIHHNX, EICKTPOHHUX KOMYHIKAIIMHUX, 1H(POPMAIIHHO-KOMYHIKAIIIHHIX
CHUCTEM, TEXHOJIOTIYHHUX CHCTEM, MOPYUIYETbCA 3aXUIICHICTh (KOHQIICHIIINHICTD,
LUTICHICTB 1 JOCTYITHICTB) 1H(OpMaLIi Ta JaHUX, 0 HUMHU OOpOOISIOTHCS, BHACIIIOK
YOro BUHHUKAIOTh PEalibHI 3arpo3d ISl HALlOHAJIbHOI Oe3neku 1 00OpOHH, CTaHy
HABKOJIMIITHBLOTO TPUPOJHBOIO CEpPEOBHUINA, COIianbHOI cdepu, HalllOHAIbHOI
€KOHOMIKH Ta ii OKpEMUX rajay3ei, NpUIMUHEHHS BUKOHAHHA (PYHKI[IH Ta/ab0 HaJaHHs
NOCIYr KpUTUYHOIO 1H(pacTpykTypor. KibGepinuuaent/kibeparaka MoOXXe MaTh
TPaHCKOPJIOHHUM BIUIMB. PearyBaHHs Ha 1[bOMY piBHI MOTpeOye 3aJly4eHHS CHJI Ta
3ac001B OCHOBHHUX Cy0’€KTIB HAI[IOHAILHOT CUCTEMH KiOepOe3neKu;

piBEeHb 5, HaI3BUYANHMN (YOopHUI) - KiOepiHIMAeHT/KibepaTaka 6e3mocepeIHbO
3arpoky€ CTaJoMy, HAAIMHOMY Ta IITaTHOMY peXUMY (YHKIIIOHYBaHHS 3HAYHOI
KUTbKOCTI  1H(QOpMAIIHHUX, eNEeKTPOHHUX KOMYHIKamiiHuX, iH(OpMaIliiiHo-
KOMYHIKAIIHHUX CHUCTEM, TEXHOJIOTIYHHUX CHCTEM, IIOPYIIYEThCS 3aXHUIICHICTh
(koH(IAEHIIIAHICTD, IUTICHICT 1 JOCTYMHICTH) iH(pOpMAaIii Ta AaHUX, IO HUMU
00pOoOJISAIOTHCS, BHACHIZIOK YOrO BUHUKAIOTh  HEBIJIBOPOTHI  3arpo3ud Ui
NOBHOIIIHHOTO (PYHKIIOHYBaHHS JAEpXaBU a0 3arpo3a >KUTTIO TPOMaJsiH Y KpaiHHU.
Kibepinuunent/kibeparaka MoOK€ MaTH TPAHCKOPJOHHUM BIUIMB. PearyBaHHs Ha



IIbOMY piBHI TOTpeOye€ MAaKCHMAJIBHOTO 3aJIydeHHS CHJI Ta 3aco0iB OCHOBHHUX
cy0’€KTIB HAIIOHAJILHOI CUCTEMHU KiOepOe3neku Ta 1HIIUX CyO’ €KTIB 3a0e3MeueHHS
KiOepOe3meK.

10. Ha migcraBi BU3HAYEHOTO DPIBHS KPUTUYHOCTI KiOCPIHIMICHTY/KibepaTaku
BIJIMOBIATPHUMHU 32 KiOep3axucT 37ilcHIOE 1HGOPMYBaHHS KEpIBHHUIITBA Ta
cy0’€eKTIB 3a0€e3MeUeHHs KIOep3axucry, a came:

3a HU3BKOrO (3eleHoro) abo cepelHbOro (MKOBTOTO) PIBHS KPUTUYHOCTI —
3MIMCHIOEThCS 1HQOPMYBaHHS BIAAUTY 3a0€3MEUeHHS B3aEMOAIl 3 OpraHamu
MICLIEBOI'O CAMOBpPSIyBaHHS, OpraHi3aliiHoi poOoTH Ta 1udpoBizalii palHHOI
BIMCHKOBOT aJMIHICTpallii, yps/J0BOI KOMaHIM  pearyBaHHS Ha KOMII IOTEpHI
Ham3BuyaiiHi noxli Ykpainm CERT-UA, CutyamiiiHoro mneHTpy 3a0e3leueHHs
ki0epoOe3neku CayxOu Oe3neku YKpaiHu, BiMOBiAaIbHUX criBpoOiTHUKIB YCBY B
TepHomniIbCHKIN 007aCTI;

3a BUCOKOTO (TIOMapaH4Y€BOT0), KPUTUYHOTO (YEPBOHOI0) ab0 HA/I3BUYANHOTO
(4OpHOTO) PIBHA KPUTHYHOCTI — 3IIMCHIOETHCS 1HPOPMYBaHHS BIIILTY 3a0e3meueHHS
B3a€EMOJIIi 3 OpraHaMu MICIIEBOTO CaMOBPSIyBaHHs, OpraHizailiiiHoi poOOTH Ta
udpoBsizallii pailHHOI BIMICHKOBOI aaMiHICTpallili, YpsAA0BOi KOMaHAU pearyBaHHs Ha
KoMl 'toTepHl Haja3BuyaiiHi monii Ykpainm CERT-UA, CuryauiiiHoro ueHTpy
3a0e3neueHHss  kibepOesnekun CiyxOu  Oe3neku  YKpaiHu, BIANOBIIATBHUX
cniBpoOiTHukiB ~ YCBY B TepHomuibebkid  obnacti,  HamionanbHOro
KoopJuHauliiHoro ueHtpy kidepoesneku npu PHBO Vkpainu Tta [lenaprameHty
ki6epnominii HarionansHoi mosmiii Ykpainu.

11. Indopmamis mnpo  KiOepiHIMACHT/KIOEpaTaKy  HaJa€ThCs  BIAUTY
3a0€3IeUeHHs] B3a€MOJIIl 3 OpraHaMu MICLIEBOTO CaMOBPSIyBaHHS, OpraHi3amiiHOl
poboTu Ta nudpopizarii pailoHHOT BIHCHKOBOI aaMIHICTpaIlli Ha €JIEKTPOHHY aJpecy
vzvzomc.chr@te.gov.ua, a6o 3a reneponom 0687728721.

12. Iudopmamis mnpo kiGepiHimAeHT/KiOepaTaky HamaeTbesa Cy0 e€KTam
HaIllOHAJILHOI CHCTEMU 3a0e3IeueHHs Ki0epOe3neKn TAKUMH IIJISTXaMH:

ypSIIOBi KOMaHJI pearyBaHHS Ha KOMIT IOTepHI HaA3BWYalHI mofii YKpaiHu
CERT-UA - https://cert.gov.ua, Ten. +38 (044) 281-88-25, +38 (044) 281-88-05 a6o
3a pomoMmorow ¢GopmMu Ha caifti https://cert.gov.ua/contact-us, yepe3 odiriiiny
cropinky komanau Ha Facebook: https://facebook.com/UACERT;

CuryariitHomy 1eHTpY 3a0e3rneueHHs kioepoesneku Ciyx0u Oe3neku YKpaiHnu
— yepe3 cucTeMy OOMiIHY JaHUMU IMpo KibepaTaku Ha 0a3i MpOrpaMHOi miaTGopmMu
MISP-UA (https://misp.gov.ua);

BiAnoBigansHUM criBpobiTHUKaM YCBY B TepHominbehkiit obmacti [lanyny
Ceprito MuxkonatioBuay (+380982438996), Jlyouni Bitanito BacunboBuuy
(+380975283051) abo  cmiBpoOITHMKaM  4eproBoi  ciykOu  YmpaBiiHHSA
(+380673250800, (0352)524542);

HartionanpsHOMY KOOpIuHaiiifHOMY IIeHTpY KibepOesneku — yepes CEB OBB
PHBO VYkpainu;

JHenapramenty kiGepnodimii HarionansHoi momimii Ykpaiau — Ha €JIeKTPOHHY
aapecy incident@cyberpolice.gov.ua.

13. [loBimomieHHs npo KiOepiHUMAEHT/KiOepaTaky Mae MICTUTH LIOHANMEHIIIe
TaKy iH(}opMarlio:


https://facebook.com/UACERT
https://misp.gov.ua/
mailto:incident@cyberpolice.gov.ua

THUII KiOepIHIIUICHTY/KiOepaTaku (BIAIMOBIIHO 10 TAKCOHOMII KiOEPIHIIU/ICHTIB);

PIBEHb KPUTHYHOCTI KiOEepIHIIUIEHTY/KiOepaTaKku;

KOPOTKHUU OIIHKC;

MOTIEPETHIO OIIHKY: KibepaTaka 4u KiOepiHIIU/ICHT;

migpo3aut, I[IIb Ta KkoHTakTHI JaHi mMOCamoBOi 0COOHM, sKa BHIBUJIA
K10epiHIMAEHT/KibepaTaKy;

nepeik cy0’eKTiB, MOBIIOMJIEHUX PO KIOEPIHIUACHT/KIOepaTaKy;

iHdopMallito Yu MOoTpiOHa JomoMora B pearyBaHHI a00 pearyBaHHS
3MIIACHIOETHCS BTACHUMHU CUJIAMH.

14. Ilix yac erany cTpUMYBaHHS BiJMOBIIAIbHUMU 32 KiOEP3axXUCT BXKUBAIOTHCS
3aXO0JIM JI0 3HWKCHHS HETaTUBHOTO BIUIMBY KIOEPIHIIMIECHTY/KiOepaTaku, 3aro0iraHHs
MOpPYIICHHIO Oe3MeKku, 3a0e3Me4eHHs] CTAloro, HAaAIMHOrO0 Ta IITATHOTO PEXHUMY
dbyHKIIOHYBaHHS 1H(QOPMAIIHHUX, €JIEKTPOHHUX KOMYHIKalIMHKUX, 1H(OpMaIiiHO-
KOMYHIKAIIIMHUX CUCTEM, TEXHOJIOTTYHUX CHCTEM, HECAaHKI[IOHOBAHOTO BTPY4YaHHS B
ix po0oTy, 3axuIeHOCT! (KOH(DIIEHIIMHOCTI, MITICHOCTI 1 JOCTYMHOCTI) 1HMOopMaIrii
Ta JIaHUX, 1110 HUMU 0OPOOJISIOTHCA.

15. OuiHrorouyMn HanmpsM Aiif 31 CTpUMYBaHHsI, HEOOX1JHO BPaXOBYBaTH:

Oyab-sKi JOJATKOBI HECHPHUATIWBI BIUIMBH Yy TEBHIM cdepi, BIUIMB Ha
JOCTYMHICTh (MOXJIMBICTh HAAAHHS MOCTYT KJIIEHTaM TOIIIO);

TPUBATICTh MPOLIECY CTPUMYBaHHsS, HEOOXIAHI pecypcu Ta e(PEeKTUBHICTh
CTpUMYBaHHS (HAIPUKIIAJ, MTOBHE UM YACTKOBE CTPUMYBAHHS; MOBHE CTPHUMYBaHHS
YH piBE€Hb CTPUMYBAHHS HEBIJOMUIN);

OyIb-IKWWA BIUIMB Ha CIPOMOXHICTH 300py, 30€peKeHHs, 3axXHCTy 1
JIOKyMEHTYBaHHS JOKa3iB.

16. JIo ToJI0BHUX 3aXO0/IiB 31 CTPUMYBaHHSI HAJIEKATh:

13071511111 YPKEHUX CHUCTEM, MEPEXK, MEPEHKEBUX CETMEHTIB Ta MPUCTPOIB OJHH
BiJI OZTHOTO Ta/ab0 BiJl CUCTEM 1 MEpeXK, K1 HE OYIH ypasKkeHi.

Heo0OxigHO BpaxyBaTH orepaliiHi Ta/abo Oi3Hec-IpoIrecu Ta HeOOX1IHICTh iX
IPOJIOBKEHHS (TIPOAOBKEHHSI HATAHHS TIOCTYT, HACKUTBKH I1€ MOYJIHBO);

CTBOPEHHsSI 00pa3iB mam ATi (JamIiB ONMEPATHBHOI mMam’sTi) I 30€peKCHHS
€JIEKTPOHHUX JI0Ka31B, iX BUKOPUCTAHHS B PaMKaX PO3CJIIlyBaHHS 1HIUJICHTY;

OHOBJIEHHA (PUIBTPIB OpaHAMayepiB;

ONMOKYBaHHS HECAHKIIIOHOBAaHOTO JOCTYMY, >KYpPHAJIIOBaHHs, BEICHHS JIOTIB
(cTBOpEHHS J0T-(DaiIiB) 110,10 HECAHKI[IOHOBAHOTO JIOCTYITY;

ONOKYBaHHSI KepeJ MOMIMPEHHS IIKiITUBOTO MPOTPAMHOTO 3a0€3MeUeHHST;

BCTAHOBJICHHS MpaBuil OJIOKYBaHHS cepBepoM noMeHHuX iMeH (DNS) Bigomux
JIOMEHHUX IMEH 3JIOBMHUCHHMKA, a TaKOX THX, L0 MOXyTh OyTtu I[Pagpecamu
3JIOBMHUCHHKA (Ha OCHOBI aHAJI3Y);

3aKpUTTS (OJIOKYBaHHSI) MEpEXKEBUX TMOPTIB Ta IHTEP(DENCIB HAa ypaKeHUX
CUCTEMaX/MEPEKEBUX TMPUCTPOSIX, Yepe3 SAKI MOXKE 3IHCHIOBATHUCS B3aEMOIIS
3IOBMHUCHHMKA 31 CIIy)0amMH Ta cepBicaMHu ypakeHuUxX cucteMm (Hampukian, SSH,
HTTP (HTTPS), SMTP, IMAP, FTP Tompo), a TakoX Ha HEypa)eHUxX
CHUCTEMAax/MEpeKEeBUX MPUCTPOAX (JuIme 3a HEoOXIMHOCTI Ta TMpH 3arposi
BUKOPHUCTaHHS LIMX MOPTIB (1HTEp(]EiCiB) 3TOBMUCHUKOM ISl AOCATHEHHS BIACHHUX
1ijeil); CKacyBaHHS HPUBUICHOBAHOIO JOCTYNMYy KOpPUCTYBadyiB, 3MiHa MapoJiB



CHUCTEMHOTO ajMiHICTpaTopa, OOJIKOBHX 3alHCIB CIYy>K0/3aCTOCYHKIB, SKIIO €
mijjo3pa Ha TPOHUKHEHHS B CHUCTEMY/MEPEXY 3a JOMOMOTOI0 MPUBLICHOBAHOTO
JOCTYTY.

17. Axmo OymyTh BUSBICHI HOBI O3HAKW MIAO3PLIOT MOBEMIHKU Ta JiSTBHOCTI
3TOBMHUCHHKA, HEOOXIHO TMOBEPHYTHCS OO €Tally BUSBICHHS Ta aHami3y, 00
MTOBTOPHO BU3HAUYUTHU 3aX0/IH, HEOoOX1aH1 JUISL pearyBaHHsA Ha
ki0epiHuuaeHTy/kideparaku. [licig ycmimHOro crpuMyBaHHs (TOOTO, SKIIO HEMAe
HOBUX O3HaK MiJO3p1J0i MOBEAIHKH, [ISUIBHOCTI 3J0BMHUCHHMKA, MIHIMI30BaHO
HACJTIIKW BIUTMBY 3JIOBMHUCHHKA Ta BU3HAYEHO YCi JDKEpeia TMOMUPEHHS K1 JTHBOTO
IpOrpaMHOro 3a0e3MeYeHHs]) HEeOoOXIAHO 30epertd eNeKTPOHHI JOKa3u IS
BUKOPUCTaHHS Yy MOAAJBIIINA poOOTI YIOBHOBOXXEHUMH OpraHaMU Ta PO3CJI1IyBaHHS
IPAaBOOXOPOHHUMHU OpraHaMHu, a TaK0XX MOBTOPHO HAaJAIITYBaTH I1HCTPYMEHTH 3
BUSBJICHHSI Ki0ep3arpo3 BiJIMOBIIHO O OTPUMAHOTO JTOCBIY 1 BUCHOBKIB Ta IEPEUTH
710 JKBIJAIlT HACTIAKIB 1 BI/IHOBJIEHHS CUCTEM.

18. Ilig yac eranmy yCyHEHHS BIAMOBIJANbHI 32 KiOEP3aXUCT BKUBAIOTH 3aXO0/I1B
bi o) YCYHEHHS apTedaKTiB THITUJCHTY Ta JIKB1Iaii HACJIIIKIB
KiOepiHIMIeHTYy/KibepaTaku A 1H(OPMaLIHHUX, €JIEKTPOHHUX KOMYHIKallIHHUX,
1H(OpMaLITHO-KOMYHIKAllIHHUX CHCTEM, TEXHOJOIIYHUX CHUCTeM, 1H(popmarlii Ta
JAHUX, III0 HUMU 00pOOJISIIOTHCS.

19. 3axoau 3 yCyHEHHS HACIKIB Nepe0avyaroTh:

NEPEBIPKY yCiX 3apakKeHUX CEPEIOBHIIL (CHCTEM, MEPEK, MEPEKEBUX MPUCTPOIB,
XOCTIB, CXOBHUII IaHUX TOII0) HA MPEAMET BPA3IUBOCTEM;

MOBTOPHE CTBOPEHHS OOpa3iB MaMm’sTi €JIEMEHTIB YpaK€HUX Cepe/loBUII,
BIJTHOBJICHHSI CUCTEM BIJl 3aBOJICHKUX HaJAIlITyBaHb;

4acTKOBE ab0 MOBHE BIJHOBJICHHS TEXHOJIOTTYHOI'O, TEXHIYHOT'O, MEPEXKEBOTO,
1HIIOTO OOJIaHAHHS, IO IMOCTPAXJAANI0 BiJl HACTIAKIB KiOEpIHIMACHTY/KiOepaTaku
(3a HEOOX1HOCTI — 3aMiHa TaKOTO OOJIaJIHAHHS HAa HOBE);

3aMiHy CKOMIIPOMETOBAaHUX apTedakTiB apredakTtaMu 13 CHUCTEM PE3EPBHOTO
KOIIIOBAHHS Ta BITHOBJICHHS (BIAMOBITHO 10 TEpen0aYeHUX MPOIEAYP TMEPEBIPKH
apTeakTiB Ha MpeIMeT KOMIPOMETallii, MOPYyIIeHHsI BJIaCTUBOCTEH iHQopMaIlli Ta
OyJlb-IKUX A1¥ 3 HUMU);

BCTAHOBJICHHS TIATYiB Ta OHOBJICHB;

3MiHY yCiX MMapoJIiB Y CKOMIIPOMETOBAHUX CEPEOBUIIAX (CUCTEMAaX/MEPEKaXx);

MOHITOPUHT OyJb-SKMX O3HAaK pearyBaHHS 3JIOBMHCHHKA Ha 3axoad 3i
CTpPUMYBaHHSI.

20. TIlicma omikBigamii HACHiAKIB  KiOEPIHIMICHTY/KiOepaTaku HEOOX1THO
IPOJIOBXKYBATH Jii 3 BUSABJICHHS Ta aHajiizy, 00 crocTepiraTd 3a Oyab-sIKUMH
O3HAKaMH TOBTOPHOTO MPOHUKHEHHS 3JIOBMUCHHMKAa a00 BUKOPUCTAaHHS HOBUX
METOIB JOCTYITy. SIKIIO MiC/IS 3aBEpIICHHS 3aXOJiB 13 JIKBIJaIii HACIiIKIB Oyje
BUSBJICHO TIJ03pUIy TOBEMIHKY a00 aKTHUBHICTh 3JIOBMHCHHKA, HEOOX1THO
MOBEPHYTUCA JO €Tally TEXHIYHOTO aHami3y abo CTpUMyBaHHS Ta BHUKOHATH
MOBTOPHO BCi 3aXOJQu pearyBaHHS, JOKH He Oyae 11eHTU(]IKOBAHO CHpPaBKHIN
MacuTad KoOMIpoMeTalli Ta MOYaTKOBI BEKTOPH 3apakKeHHs. SIKII0 HOBOT aKTHBHOCTI
37I0BMHCHHKA HE BUSBIICHO, MOYKHA MIEPEXOAUTH O €TAITy BiTHOBICHHSI.



21. Ha erami BigHOBJEHHS BIANOBIIAJFHUMU 3a KiOEpP3aXHUCT BXKUBAIOTHCS
3aXO0J1 3 BIJHOBJICHHS O€3MEKH, CTAJ0ro, HaJIHHOro, IITATHOIO Ta 3aXHUIIEHOTO BiJI
HECAHKIIIOHOBAHOTO BTPYYaHHS B POOOTY peXuMy (PYHKITIOHYBaHHS 1HOOpMAIIHHUX,
€JIEKTPOHHUX KOMYHIKaIlIHHUX, 1H(pOpMaLIHHO-KOMYHIKaLIHHUX CHUCTEM,
TEXHOJIOTTYHUX CHUCTEM, 3aXHIIEHOCTI (KOH(DIIEHIIIHHOCTI, HIJIICHOCTI 1 JOCTYTHOCTI)
1H(popManii Ta JaHUX, 10 HUMHA 00pOOJIAIOTHCS.

22. 3axoau 3 BIJHOBJIEHHS Nepe10avyaroTh:

MOBTOPHE MIKIFOYEHHS BIAHOBICHUX/HOBUX CUCTEM JI0 MEPEK;

NOCWJICHHST O€3MeKu TNepuMeTpa (HANpUKIad, HOBI MEpPeliKd IpaBuil
Opanamayepa, CIOUCKMA YMNPaBIiHHSA JOCTYNIOM JO0 TPAaHUYHOTO MapuipyTu3aropa i
npaBuUiia JOCTYMY 3 HYJIbOBUM piBHEM J0BipH (Zero Trust));

peTeNbHe TECTYBAHHS CUCTEM, Y TOMY YHCIII 3aXO1B O€3IEKH;

MOHITOPHUHT OIeparii o0 mig03puIol TOBEAIHKH.

23. 3a pesyiapTaTaMH BXXHTTS 3aXOJIB 3 KiOEp3axWCTy BIAMOBINAIbHI 3a
kibep3axuct MIPOBOSITh aHaii3 €(heKTUBHOCTI pearyBaHHs Ha
kiOepinuuaeHTu/kideparaku. Iliq dvac mporo eramy 3abe3meuyeTbcsi BHBUEHHS
33JOKyMEHTOBAaHUX JAaHUX MO0 KiOepiHIHUAEHTYy/KibepaTaku, 1HQOPMYBaHHS
KEpIBHMIITBA, y3araJIlbHEHHs Ta IPOBEJCHHS aHali3y JAOCBIAYy pearyBaHHsS IS
NOAAJIBIIOrO MiJBUIICHHS €(EeKTUBHOCTI BXKUTTS 3aXO[lIB 3 KiOep3axucry y pasi
MOJIMBHX KIO€pIHLIUIEHTIB/KIOEpaTaK y MoJaiblioMy.

24. OcHOBHI 11l eramy aHami3y €e(QEeKTUBHOCTI 3axo0JiB pearyBaHHS Ha
Ki0epiHIMAeHTH/KiOepaTaky nepeadoadaoTh:

BIICBHEHICTh B YCYHEHHI Ta MMOJI0JIAaHH] TIEPIIONPUYUH 1HITUJCHTY;

BU3HAYECHHS MpOOJeM 3 MpOorpaMHUM Ta amnapaTHUM 3a0€3MEeYeHHSIM, SKi
HEOOX1THO PO3B’sI3aTH;

BU3HAYCHHS TPOOJIEM 3 OpraHi3alliiHOI0 MOJITHKOI Ta MpoIeaypamu, sKi
HE0OX17THO PO3B’A3aTH;

3aMpOBaKEHHSI TOCTIMHOTO TEPEryisily W OHOBJIEHHS pOJIEM TMEepCOHATy
cy0’exta 3abesneueHHs KiOepOe3MeKH, 30H BIAMOBIAAIBHOCTI Ta TMOBHOBAXKCHD
KOXKHOTO (haxiBIls (creriaiicTa) cy0’ ekTa 3a0de3neueHHs KibepOe3nexu;

BU3HAYEHHSI MOTPe0 y TEXHIYHIM MIArOTOBII, MIATOTOBII MEpCOHANy CyO’€KTa
3a0e3nedeHHs KibepOe3neKy, BiIMOBIIaIbHUX 32 KIOEpP3axucT;

YAOCKOHAJIEHHS THCTPYMEHTIB, HEOOXITHUX Il BAKOHAHHS 3aXO/IIB 13 3aXHCTY,
BUSBIJICHHS, aHaJII3y Ta/a00 pearyBaHHs Ha KiOepiHIUACHTH/KiOepaTaky.

3acTynHUK HAYAIbHUKA
BilicbKOBOI aaMiHicTpamii I'annuna MOJIYAHOBA



